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  Abstract


  The growing popularity of social network sites (SNS) is causing concerns about privacy and security, especially with teenagers since they show various forms of unsafe behavior on SNS. Media literacy emerges as a priority, and researchers, teachers, parents and teenagers all point towards the responsibility of the school to educate teens about risks on SNS and to teach youngsters how to use SNS safely. However, existing educational materials are not theoretically grounded, do not tackle all the specific risks that teens might encounter on SNS and lack rigorous outcome evaluations. Additionally, general media education research indicates that although changes in knowledge are often obtained, changes in attitudes and behavior are much more difficult to achieve. Therefore, new educational packages were developed –taking into account instructional guidelines- and a quasi-experimental intervention study was set up to find out whether these materials are effective in changing the awareness, attitudes or the behavior of teenagers on SNS. It was found that all three courses obtained their goal in raising the awareness about the risks tackled in this course. However, no impact was found on attitudes towards the risks, and only a limited impact was found on teenagers’ behavior concerning these risks. Implications are discussed.
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  1. Introduction


  Almost everywhere around the world, teenagers form one of the main user groups of social network sites (SNS). For instance, in July 2012, about one third of the Facebook users in the US, Australia, Brazil and Belgium were under 24 years old (checkfacebook.com). The new generation of participatory network technologies provides individuals with a platform for sophisticated online interaction. Active participation of media audiences has become a core characteristic of the 21st century and therefore the meaning of media literacy has evolved. While it traditionally referred to the ability to analyze and appreciate literature, the focus has been enlarged, and is now this includes interactive exploration of the internet and the critical use of social media and social network sites is shortened everywhere else. Livingstone (2004a) therefore describes media literacy in terms of four skills, as the ability to access, analyse, evaluate and create messages across a variety of contexts. It has been found that while children are good at accessing and finding things on the internet, they are not as good in avoiding some of the risks posed to them by the internet (Livingstone, 2004b).


  1.1. Risks on SNS


  The categories of risks teenagers face on a SNS, are broadly the same as those they face on the internet in general, summarized by De Moor and colleagues (2008). There are three different categories of risks. The first one describes the content risks. A typical example of provocative content teenagers might come across on SNS are hate-messages. These messages can be quite direct, like in an aggressive status-update or post on someone’s wall, but they can also be indirect, e.g. by joining hate groups. Teenagers also need to develop critical skills, to judge the reliability of information. The wrong information that might appear on SNS can be intentional, such as gossip posted by other users, or unintentional. The latter can happen when someone posts a joke that can be misunderstood as real information. Typical examples are articles out of satirical journals, posted on a social network site wall.


  The second category of risks includes contact risks, that is risks that find their source in the fact that SNS can be used to communicate and have contact with others (Lange, 2007). Next to instant messaging, SNS are the most popular media used for cyberbullying (Livingstone, Haddon, Görzig & Olafsson, 2011), by using the chat-function, by posting hurtful messages on ones profile or by starting hateful group pages. Additionally, they can also be used for sexual solicitation, as is seen in the process of grooming, where an adult with sexual intentions manages to establish a relationship with a minor by using the internet (Choo, 2009). Moreover, users face privacy risks, since they post a lot of personal information online (Almansa, Fonseca & Castillo, 2013; Livingstone & al., 2011). Additionally, 29% of the teens sustain a public profile or do not know about their privacy settings and 28% opt for partially private settings so that friends-of-friends can see their page (Livingstone & al., 2011).


  The third category of risks contains the commercial risks. These include the commercial misuse of personal data. Information can be shared with third companies via applications, and user behavior can be tracked in order to provide targeted advertisements and social advertisement (Debatin, Lovejoy, Horn & Hughes, 2009).


  All these risks form a threat, since research indicates that exposure to online risks causes harm and negative experiences in a significant amount of cases (Livingstone e.a., 2011; Mcgivern & Noret, 2011). Internet harassment is seen as a significant public health issue, with aggressors facing multiple psychosocial challenges including poor parent-child relationships, substance use, and delinquency (Ybarra & Mitchell, 2004). Furthermore, some theories predict that young teenagers are less likely to recognize the risks and future consequences of their decisions (Lewis, 1981). Additionally, it was found that they have a harder time controlling their impulses and have higher thrill seeking and disinhibition scores than adults (Cauffman & Steinberg, 2000). This could increase risk taking by teens (Gruber, 2001), especially since posting pictures and interests helps in building and revealing one’s identity (Hum & al., 2011; Lange, 2007; Liu, 2007).


  1.2. The role of school education


  Many authors emphasized the role of school education in raising awareness about these online risks (Patchin & Hinduja, 2010; Tejedor & Pulido, 2012). Schools appear to be ideally placed for online safety education, since they reach almost all the teenagers at the same time (Safer Internet Programme, 2009), making positive peer influences possible (Christofides, Muise & Desmarais, 2012). However, while the topic of online safety has been formally included in school curricula, the implementation is inconsistent (Safer Internet Programme, 2009) and although a variety of educational packages about safety on SNS has been developed (e.g., Insafe, 2014), most of the packages focus on Internet safety in general, and therefore lack focus on some of the specific risks that accompany the use of SNS (e.g., social advertising, impact of hate-messages and selling of personal data to third companies). The packages that focus on risks on SNS, do not tackle all of the above mentioned categories of risks, but often focus on privacy risks, cyberbullying or ‘wrong information’ (Del Rey, Casas & Ortega, 2012; Vanderhoven, Schellens & Valcke, 2014). Additionally, there often is no theoretical base for the materials, nor any outcome evaluation (Mishna, Cook, Saini, Wu & MacFadden, 2010; Vanderhoven & al., 2014). Indeed, very few studies are set up to evaluate the impact of online safety programs, making use of a control group and a quantitative data collection approach (Del Rey, Casas & Ortega, 2012).


  It should be noted that quantitative intervention studies in the field of general media literacy education typically only find that interventions increase knowledge about the specific topic of the course (Martens, 2010; Mishna & al., 2010), while media literacy programs often aim to change attitudes and behavior as well. Nevertheless, attitudes and behavior are commonly not measured and if measured, changes are often not found (Cantor & Wilson, 2003; Duran e.a., 2008; Mishna & al., 2010).


  Still, when it comes to education about the risks on SNS, one should look beyond mere cognitive learning. Raising awareness about the risks on SNS is a first goal, but it would be most desirable to obtain a decrease of risky behavior as well. The transtheoretical model of behavior change (Prochaska, DiClemente & Norcross, 1992) states in this context that there are five stages in behavioral change. The first stage is the precontemplation stage, where individuals are unaware or underaware of the problem. A second stage is a contemplation stage, in which people recognize that a problem exists. The third stage is a preparation phase, in which action (stage four) is prepared. Finally, when the action is maintained, people arrive in the fifth and last stage. Considering this model, if we want to change the behavior of teenagers whose online behavior is unsafe, we first need to make sure that they are in a contemplation stage (i.e., that they recognize the problem). We might state that this ‘recognition’ contains a logic-based aspect (awareness of the problem) and an emotional-based aspect (care about the problem). Therefore, educational materials with regard to teenagers safety on SNS actually are aiming at raising awareness about risks on SNS, raising care about the risks on SNS and finally on making their behavior safer on SNS.


  1.3. Purpose of the current study


  As mentioned in section 1.2, the existing materials about online safety do not tackle all the categories of risks as described in section 1.1. Moreover, they do not focus on specific risks that are typical for the use of SNS. Therefore, new packages were developed covering all categories of risks and taking into account some instructional guidelines. The goal of these packages was not only that teenagers would be more aware of the risks, but also that they would care about them and that they would behave more carefully on SNS after following the course.


  To verify whether these goals were obtained, a quasi-experimental study was set up in which these packages were implemented and evaluated in authentic classroom settings. In contrast to some previous intervention research where researchers were actively involved in the intervention (Del Rey & al., 2012), teachers were responsible for guiding the intervention to assure external validity. The following research question was put forth: does an intervention about content, contact or commercial risks have an impact on the awareness, attitudes and/or behavior of teenagers with regard to these risks?


   


  2. Material and methods 


  2.1. The design of educational packages


  Three packages were developed: one about content risks, one about contact risks and one about commercial risks. The exercises in the courses are a selection of exercises used in existing materials (Insafe, 2014), narrowing the course to one hour to satisfy the need of teachers to limit the duration of the lessons and the work load (Vanderhoven & al., 2014). Some exercises were adjusted through small changes to assure complete coverage of the different risks and to satisfy some instructional guidelines drawn from constructivism, which is currently the leading theory in the field of learning sciences (Duffy & Cunningham, 1996). Figure 1 shows how these principles are integrated in the course.


  Every package consisted of a syllabus for the pupils and a manual for the teacher. This manual contained background information and described in detail the learning goals and the steps of the course:
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  1) Introduction. The subject is introduced to the pupils by the teacher, using the summary of risks (De Moor & al., 2008).


  2) Two-by-two exercise. Students receive a simulated ‘worst-case scenario’ SNS-profile on paper and have to fill in questions about the profile together with a peer. The questions were different for the three different packages, scaffolding the pupils towards the different existing risks on the profile. As an example, the course about contact risks contained a question «Do you see any signs of bullying, offensive comments or hurtful information? Where?». Different aspects of the profile could be mentioned as an answer to this question, such as the fact that the person joined a group «I hate my math-teacher and there is a status-update stating ‘Haha, Caroline made a fool out of herself today, again. She’s such a loser’».


  3) Class discussion. Answers of the exercise are discussed, guided by the teacher.


  4) Voting cards. Different statements with regard to the specific content of the course are given, such as «Companies cannot gather my personal information using my profile on a SNS» in the course about commercial risks. Students agree or disagree using green and red cards. Answers are discussed guided by the teacher.


  5) Theory. Some real-life examples are discussed. All the necessary information is summarized.
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  2.2. A quasi-experimental evaluation study


  2.2.1. Design and Participants


  A pretest – posttest design was used, with one control condition and three experimental conditions, as depicted in figure 2. A total of 123 classes participated in the study, involving 2071 pupils between 11 and 19 years old (M=15.06, SD=1.87).


  2.2.2. Procedure


  To assure external validity, an authentic class situation with the regular teacher giving the lesson - using the detailed instructions in the manual for teachers and the syllabus for students- was necessary. Therefore, only after teachers agreed to cooperate in the research were students given the link to the online pretest. Approximately one week after they filled in the first survey, the course was given in the experimental conditions. Every class participated in one course about one subject. After they followed the course, pupils received the link to the posttest. Pupils in the control condition did not follow any course, but they received the link to the posttest at the same time as the pupils in the experimental conditions.


  2.2.3. Measures


  The pre- and posttest survey measured nine dependent variables: awareness, attitudes and behavior towards content, contact and commercial risks. These scales were conceptually based on the summary of risks as described by De Moor and colleagues (2008). If available, operationalizations of different risks were based on existing surveys (Hoy & Milne, 2010; Vanderhoven, Schellens & Valcke, 2013). In table 1 all variables are shown with their meaning and Cronbach’s alpha indicating the reliability of the scale. Additionally, a direct binary measure of behavioral change was conducted by the question «Did you change anything on your profile since the previous questionnaire?». If answered affirmatively, an open question about what they changed exactly gave us more qualitative insight into the type of behavioral change.


  2.2.4. Analysis


  Since our data has a hierarchical structure, Multilevel Modeling (MLM) with a two-level structure was used: pupils (level 1) are nested within classes (level 2). MLM also allows us to differentiate between the variance in posttest scores on classroom-level (caused by specific classroom characteristics, such as teaching style) and on individual level (independent of classroom differences). This is important given the implementation in authentic classroom settings, with the regular teacher giving the course.


  Because a multiple testing correction was appropriate in this MLM (Bender & Lange, 2001) a Bonferroni-correction was applied to the significance level ?=0.05, resulting in a conservative significance of effects at the level ?=0.006.


  For every dependent variable, we tested a model with pretest scores as a covariate and the intervention as a predictor (with the control condition as a reference category). Therefore, estimates of the courses (as represented in table 2) give the difference in posttest-score on the dependent variable for pupils who followed this specific course compared to those who did not follow a course, when controlled for pretest scores. ?²-tests indicate whether the model is significantly better than a model without predictor.
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  3. Results


  3.1. Awareness


  A significant between-class variance could be observed for all three awareness variables on the posttest scores (?2u0, on average 13% of the total variance), indicating that the multilevel approach is needed.


  Second, the results show that the intervention is a significant predictor of all three awareness-variables. Indeed, a positive impact of the given courses on awareness can be observed: a course on content risks or contact risks has positive effects on the awareness of both those risks and a course on commercial risks has a strong positive influence on the awareness of commercial risks. Moreover, no significant between-class variance is left, indicating that the initial between-class variance can be fully explained by the condition that classes were assigned to. This also implies that there are no important other predictors left of the posttest scores on class-level, such as teaching style, or differences in what has been said during class discussions.
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  The cross-effects between the course on content risks and the course on contact risks on the awareness about contact and content risks respectively, can be explained by the overlap in the courses and the risks. For example, cyberbullying and sexual solicitation can be seen as ‘shocking’, and therefore be categorized under contact as well as under content risks. However, commercial risks are totally different from the other two categories, and therefore knowledge about these risks can only be influenced by teaching about these risks in particular, as is reflected in our results.


  3.2. Attitudes


  Considering the measured attitudes, again a between-class variance was observed on the three different posttest scores (on average 16% of the total variance), indicating the need for a multilevel approach. Yet, there seems to be no impact of the courses on pupils’ attitudes whatsoever (non significant model tests). However, the mean scores over conditions, when controlling for pretest-scores, are moderate (ranging from 4.79 to 5.23 on a 7-point Likert scale). This indicates that teenagers do care about the risks at least to some extent, independently of the courses, so that a change in behavior might still be possible.


  3.3. Behavior


  Once again, significant between-class variance on all three behavioral variables (on average 12% of the total variance) shows that there were important differences between classes, and that a multi-level approach is required. With regard to pupils’ behavior, the course on contact risks has a positive impact on teenagers’ behavior concerning content risks and the course on content risks has a positive impact on teenagers’ behavior concerning contact risks. Although there is a lack of significant direct effects, it should be noted that the direct effect of the course on content risks on behavior with regard to content risks is marginally significant (p=.007). Furthermore, as stated in section 3.1, the overlap between the courses on content and contact risks can result in cross-content effects on the different risks.


  There seems to be no impact of the courses on pupils’ behavior with regard to commercial risks. These results indicate that the given courses do not fully obtain the goal of changing behavior.


  Still, if we analyze the answers to the question whether they changed anything on their profile (a more direct but also more specific measure of behavior), we do find some differences. In the control group, 7% of the pupils indicated having changed something on their profile, implying that even a survey encouraged some teenagers to check and change their profile. However, of those who followed a course, significantly more pupils changed something (16%, ?²=18.30, p<.001). Answers to the open question of what exactly they changed give us more insight in this information. The results of the content-analysis of these open questions can be found in table 3. As can be expected, when pupils had a course on content risks, they mainly change privacy-settings and the content of their profile (pictures, interests, personal information). When they followed a course on contact risks, they mostly change their privacy-settings and their personal information (including contact information). Participants of the course on commercial risks mostly changed their privacy-settings and their account-settings, protecting themselves against commercial risks. These results indicate that all courses – including the course on commercial risks- had an impact on the behavior of a significant amount of teenagers. Still, it should be noted that a lot of teenagers who did receive a course, reported that they did not change anything.
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  4. Discussion and conclusion


  It was found that all three newly developed courses obtained their goal in raising awareness about the risks tackled in this course. However, no impact was found on attitudes towards the risks, and only a limited impact was found on teenagers’ behavior concerning these risks.


  The lack of consistent impact on attitudes and behavior is an observation regularly found in general media education (Duran & al., 2008). In this particular case, there are several possible explanations. First of all, the given courses were short-term interventions, in the form of a one-hour class. The courses were organized this way to limit the workload of teachers, who reported not having a lot of time to spend on the topic (Vanderhoven & al., 2014). Although it was found that even short-term interventions can change online behavior with adolescents of 18 to 20 years old (Moreno & al., 2009), a more long term intervention might be needed to observe behavior changes with younger teenagers. Indeed, research in the field of prevention shows that campaigns need to be appropriately weighted to be effective (Nation & al., 2003). Therefore, additional lessons might be needed to observe a stronger change in behavior.


  Second, it might be possible that attitudes and behavior need more time to change, independently of the duration of the course. In this case, it is not that raising awareness is not enough to change behavior, but that this process takes a longer time to be observed. The posttest was conducted approximately one week after the course. Maybe changes in attitudes and behavior could only be revealed later in time. Further research including retention tests should point this out.


  Third, it is interesting to look at different theories about behavior, such as the theory of planned behavior (Ajzen, 1991). Following this theory, behavior is predicted by the attitudes towards this behavior, the social norm and perceived behavior control. One of the predictions of this theory is that the opinion of significant others has an important impact on one’s behavior. Because of peer pressure, important instructional strategies to increase knowledge such as collaborative learning might be counterproductive in changing behavior. The same reasoning might be applicable on the other instructional guidelines that were taken into account when developing the materials. These guidelines might only lead to better knowledge-construction, which is often the most important outcome of classroom teaching, and might not be adequate to change behavior. Despite the lack of impact on attitudes, and the limited impact on behavior, our findings show that education about the risks on SNS is not pointless. The materials developed can be used in practice to raise the awareness about the risks among teenagers in secondary schools. Considering the transtheoretical model of behavior change (Prochaska & al., 1992) described in section 1.2, this is a first step to behavioral change, by helping to get out of the precontemplation phase, into a contemplation phase, in which people recognize that a problem exists.


  However, our findings also reveal the importance of evaluation, as it is found that there was no impact of our materials on attitudes and only a limited impact on behavior just yet. Outcome evaluation has been pointed out to be an important factor in effective prevention strategies (Nation & al., 2003), but is also lacking in most educational packages about online safety (Mishna & al., 2010; Vanderhoven & al., 2014). Therefore, it is not clear whether these packages have an impact, and if this impact extents to attitudes and behavior.


  With regard to the risks on SNS, more research is needed to find the critical factors to change unsafe behavior and to develop materials that can obtain all the goals that were set out. Ideally, this research will follow a design-based approach, that is starting from the practical problems observed (e.g. unsafe behavior), and using iterative cycles of testing of solutions in practice (Phillips, McNaught & Kennedy, 2012). Through the refinement of problems, solutions and methods, design principles can be developed that can guarantee that on top of a knowledge gain, behavior will be safer as well.


  Despite the invaluable contribution of this impact evaluation study, some limitations need to be taken into account. First of all, there was a lack of valid and reliable research instruments to measure media learning outcomes (Martens, 2010), and especially the outcome variables we were interested in. Therefore, a questionnaire was constructed based on the categories of risks described by De Moor & al. (2008) and the obtained goals of our developed materials (change in awareness, attitudes and behavior). Although reliability scales were satisfactory, it is difficult to ensure internal validity. Moreover, all questionnaires are susceptible to social desirability, especially in a pretest–posttest design (Phillips & Clancy, 1972). However, since we found differences in some variables but not in others, there is no reason to believe that social desirability had an important influence on the reliability of our responses. Still, more specific research about reliable and valid instruments in this field should be conducted.


  Finally, this study only focused on an immediate, and thus short-term impact. This is in line with previous media literacy research, but it has important consequences for the interpretation of the results. Given the raising importance of sustainable learning, future research using a longitudinal approach might be interesting not only because, as stated above, it might reveal stronger effects on attitudes and behavior, but also to ensure that the impact on awareness is persistent over time.


  As a conclusion we can state that the newly developed educational packages are effective in raising awareness about risks on SNS, but more research is needed to find out the critical factors to change attitudes and behavior. Since this is a desirable goal of teaching children how to act on SNS, our results are a clear indication of the importance of empirical research to evaluate educational materials.
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